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Abstract

In the digital era, almost all human activities have been impacted by computers and Internet. The 
growth of cyber crimes has threatened these activities. Any cyber attack on critical information 
infrastructure can have a debilitating effect on our national security, economy, public health or 
safety. Cyber security is now an integral and important part of nation security strategy. When several 
countries are seriously perusing cyber weaponization programs, it is pertinent to formulate a well 
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1. Introduction
Increasing use of computers, computer 
networks, and information & communication 

of vital information being exchanged, stored and 
processed on computers. This is not only true 
for individuals, various types of organizations 
and companies but also for governments and 
their institutions. This digital information needs 
to be accessed from various computers through 
various kinds of networks by various users such 
as citizens, customers, employees, vendors, 
business associates, governments, etc. The 

information are crucial for nations to effectively 
run their E-Commerce and E-Governance 
models. Digital economy is now dependent on 
global network of economic and social activities 

that are enabled by increasing computerisation 
of all aspects of human activities. As India is 
digitally integrating with global economies and 
societies, her reliance on information systems 
and networks, that are complex, interconnected 
and interdependent, is increasing exponentially. 
These interconnected networks and systems, 

or functions, whose incapacity or destruction 
would cause a debilitating impact on national 
security, governance, economy and social well-
being of our country. Therefore protection of 
these CII’s is of strategic importance to our 
national security. We have seen terrorism and 
violence as a part of proxy war for a long time. 
After land, sea, air and space, warfare has 

3. Digital 

“I dream of Digital India where cyber security becomes integral part of national security” 1

“The world has left the Cold War behind only to enter into a Code War” 2



 June 

India will be vulnerable to cyber attacks if a 
well articulated cyber security strategy, as an 

and implemented.

2. Rise of Cyber Crimes
According to National Crime Records Bureau 
12317 cases of cyber crimes were registered 
under Information Technology Act in 2016. 

actual prevalence of cyber crimes due to various 
obvious reasons. Cyber crimes are increasing 
world over and there is no reason for being 

Indian Computer Emergency Response Team 
handled 50362 cyber security breach incidents 

defaced and about 1,00,20,947 ‘Bot’ infected 
Indian systems were tracked. Cyber crimes cost 
India a whopping Rs. 24,630 crore in 2013 alone 
as criminals used sophisticated means, says a 

4. Cyber 
crime has emerged as a serious global threat. 
In 2014, a group of hackers, calling themselves 

Pictures Entertainment, some of which was 
leaked online. The group threatened to leak 
more information, forcing Sony to abandon its 

of the most dramatic bank robberies, hackers 
stole $81 million from Bangladesh Central 
Bank’s account at the New York Federal Reserve 
by manipulating instructions to computers of 
Society for Worldwide Interbank Financial 

took down international online illicit trade in 

operated using encrypted mail, virtual currencies 
and anonymous ‘TOR’ browsers. In 2016, in the 

hackers were able to bring down services of 

Pinterest, Fox News as well as newspapers 
including the Guardian, the New York Times 
and the Wall Street Journal. The attackers used 
hundreds of thousands of internet-connected 
devices that had previously been infected with 
a malicious code that allowed them to cause 
an outage5. In 2016, cash worth 1.4 billion Yen 
was withdrawn, in less than three hours, from 

created with data stolen from a South African 
bank. World Economic Forum, in its Global Risk 
Report, has indicated cyber attacks to be one of 
the risks with highest likelihood of occurrence 
and highest impact6. In view of global situation, 

incidents in India, should not make policy 
planners complacent. We need to learn lessons 
from our coastal security analogy, where existing 
vulnerabilities were all known but serious action 

the real world, we are also constantly engaged 
in low scale cyber war with our neighbours. This 
is evident by the hacking of Indian websites and 
the cyber espionage attempts from time to time. 

cyber space is likely to escalate to more serious 
cyber attacks on our digital backbones.
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3. Cyber Attacks on CII
Coordinated and well planned cyber attacks on 
CII in several countries, using multiple cyber 
weapons, have already occurred and studied by 
experts.  Estonia, one of the most wired societies 
in Europe and a pioneer in the implementation 
of E-governance, became victim of politically 
motivated large-scale cyber attacks on its CII in 
2007. The attack lasted three weeks, affecting the 
Estonian presidency and its parliament, almost all 
of the country’s government ministries, political 
parties, three of the country’s six big news 

specializing in communications7.The infection 
of Iran’s nuclear power plant computers by 

race and has created serious implications for the 
security of critical infrastructure worldwide8.
Although targeted at Iran, Stuxnet spread to 
other countries including India. Ukrainian power 
companies experienced unscheduled power 
outages resulting from well coordinated and 
synchronized cyber attacks in 2015 and 2016. 

more than 30,000 computers of Saudi Arabia’s 
9. Since 2004, South Korea 

has been facing series of cyber attacks from North 
Korean hackers10. A wave of cyber attacks, aimed 
at 27 American and South Korean government 
agencies and commercial web sites, temporarily 

11.
Recently WannaCry ransomware outbreak 
affected more than 230,000 computers in more 
than 150 countries. Parts of Britain’s National 

FedEx, Deutsche Bahn and some U.S. critical 
infrastructure operators were hit. Over 48,000 
attempts of WannaCry ransomware attack were 

have been targeting our cyber space from time 
to time. Indian sectors of energy, transportation 

enforcement, security and intelligence, sensitive 
government organisations, public health, water 
supply and disposal, critical manufacturing, 

There is a possibility of large scale cyber 
attacks on any of these. With this view in mind, 
a National Critical Information Infrastructure 
Protection Centre is now operational in India, 
deriving its mandate from Section 70 B of IT 
Act. The preparedness of our country, to deal 
with cyber terrorism, requires serious investment 
in cyber security technology, procedures and 
capacity building of professionals of all stake 
holder organizations.

4. Cyber Espionage
Industrial, economic and political espionage, 
using cyber means by individuals, state-
sponsored actors and states themselves, are 
becoming a serious threat to the national 
security. In June 2013, Edward Snowden 

revealing a global surveillance program by 
USA in association with some other countries, 
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specially designed for the purpose of cyber 

East, was discovered12. There are several reports 
indicating that India, Russia, USA, Sweden, 
South Korea and several other nations have been 
victim of cyber espionage to varying extent13.

detected cyber espionage attacks from a hacker 

diplomatic entities using spear-phishing emails 
created in the names of several high-ranking 

14. In several attacks, 
hackers have used exploits which were known 
at least a year in advance and patches were 
available but not applied. The persistent cyber 
espionage efforts by foreign elements against 
sensitive Indian organizations call for a serious 
thinking. The game of espionage has entered its 
golden era and while playing it we have to not 
only defend but also score a goal.

election results, was amply demonstrated 
during US presidential elections in 2016. A 
recent report has assessed Russian activities 
and intentions regarding US election15. This 
attempt, to tilt US election result in a particular 

hacking of emails from U.S. persons, political 

16. The Islamic State 

and opportunity to acquire the personnel and 
codes necessary to launch devastating cyber 
campaigns. The Cyber-Jihadist organization 
already possesses a complex communication 
infrastructure to leverage attack17. Online 
radicalization of youths, all over the world, 
has drawn several of them to the terror world. 
Disinformation, using morphed images, fake 
videos and stories circulating on social media 
sites, have triggered serious violence and rioting 

places in India in recent past. In 2014, handler 

was arrested in Bengaluru after a foreign media 

who died in an encounter with security forces, 
was using Twitter, YouTube and Facebook 
for glorifying Jihad, recruiting terrorist and 
online radicalization. Social networking sites 
are now one of the most fertile places for 
criminal activities. If monitored effectively, 
social networking sites can provide resourceful, 
economical and effective tactical and actionable 

12 Defence and Security Alert
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intelligence18

illegal activities and contents which have the 
potential of starting social unrest and large scale 

few states have social media monitoring labs, 
trained staff and tools to carry out this important 
task of patrolling the cyber beat.

6. Cyber Weaponization
Stuxnet, Flame, Shamoon, Dist-track, Duqu and 
several other sophisticated malwares have already 
heralded the arrival of cyber weapons. This new 
high-tech arms race is different from nuclear 
weapons race because the resources required are 
cheap and available to anyone easily. Several 
nations have been developing, stockpiling and 
using such weapons. Anonymity, deniability 

new arms race. Cyber war and cyber terrorism 
are no longer topics of debate but are a reality 

States is becoming more likely19

and cyber weapons20

a full spectrum of international law applicable to 
cyber operations ranging from peacetime legal 

a wide array of international law principles and 
regimes that regulate events in cyberspace21. The 
transition from Cold war to Code war has already 
occurred and it is time for every cyber nation to 
incorporate it in its cyber security strategy.

7. Westphalian Sovereignty in Cyber 
Space
Cyberspace is non-territorial, chaotic, 
unregulated and ungoverned. There is not 
even an international treaty on cyber crime in 
place. Application of Westphalian concepts of 
sovereignty in cyberspace has several different 

a growing assertion by several nations that 
international laws apply to cyberspace and a 
state has a right of self-defense by retaliating 
in cyber as well as kinetic space, if it is under 
cyber attack22. At the UN level, a group of 
governmental experts agreed to an important 
set of recommendations on norms, rules, and 
principles of responsible behavior by states in 
cyberspace. The expert group has recognized 
that international law, including the principles 
of the law of state responsibility, fully applies to 
state behavior in cyberspace23. Several countries 
are now discussing the possibilities of regulating 
the conduct of nation states in cyberspace 
and evolution of some sort of cyber treaty for 
international cooperation. Cyber Westphalia and 
application of twin frameworks of jus ad bellum 
and jus in bello to cyber space are still in a state 

continue to participate and contribute to this 
evolving international process.

8. National Cyber Security Strategy
et al. have found three general goals for 

19

20

21

22



private planning with established roles and 

signal a nation’s intent to external parties24.
Several countries have now a well articulated 
cyber security strategy document, showing their 
commitment and approach to dealing with cyber 
threats. USA, UK, Australia, Canada, Estonia, 
France, Germany, Russia, Singapore and many 
others have made these documents public. India 
announced its National Cyber Security Policy 
in 2013. There after the Guidelines regarding 
Protection of National Critical Information 
Infrastructure were released25. To build a secure 
and resilient cyber space for citizens, businesses 
and Government and protection & resilience 
of Critical Information Infrastructure are two 

implemented by the designated agency under 
National Technical Research Organization26.
Increasing use of computerised systems, 
networks and ICT, in governance as well as by 
digital society, has increased the vulnerability 
of our nation to cyber attacks. While we are 
creating Smart Cities and a Digital India, with 
focus on delivery of government services using 
mobile platform, we need to focus on the cyber 
security of our ICT backbones. Cyber attacks 
on CII, cyber espionage, malicious propaganda 
on social media, and online radicalization etc. 
pose a serious threat to our national security. 
Organised cyber criminal gangs, state-sponsored 
acts of cyber terrorism and cyber war can have 
far reaching crippling consequences. Cyber 
security has now become an integral part of 

place in the overall national security strategy of 

formally express it like other nations have done. 

9. Cyber Deterrence
The conventional model of deterrence, which 
emerged during cold war and has continued in 
the nuclear era, is taking shape in cyberspace 
also. The concept of cyber deterrence builds 
upon the strategy of cyber defence by 
incorporating both the ability to retaliate and the 
will to retaliate towards the cyber attacker27. The 
peculiar nature of cyber attacks, coupled with 

to cyber deterrence concept. Notwithstanding 
these challenges, there is convincing evidence 
to suggest that the US, UK, Russia, Iran, North 
Korea and China are taking extraordinary 
measures to build cyber armies for exploiting 
cyber vulnerabilities of adversary. Cyber space 
implies there will be attempts by countries 
to dominate it and emerge as cyber power. 
Australia’s recent Cyber Security Strategy states 

capabilities enable us to deter and respond to the 
threat of cyber attack”28. USA has unequivocally 
stated that when warranted, it will respond to 
hostile acts in cyberspace as it would to any 
other29

Strikes” in cyberspace can be carried out 
against our adversaries in a selected case, 
where attribution is unambiguous. This calls for 
developing resilience as well as cyber defence 
and attack capabilities.

29
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10. Cyber Resilience
Absolute security is a myth.  In spite of all efforts 
to secure our digital assets, we must be prepared 
for cyber attacks. Prediction, prevention, 
early warning, detection, mitigation, quick & 
coordinated response and early recovery are parts 
of cyber resilience plan. If the risk elimination 
is impossible we must plan to reduce its impact 
through risk management approach. Adoption of 
international information security standards, such 
as ISO 27001 series including ISO22301:2012 

in all vulnerable organizations. Adherence to 

DSCI Security Framework, COBIT 5, ISACA 
etc., through a mandatory compliance regime, 

Solms, we should now adopt Information 
Security Governance approach driven by the top 
management30.

11. Role of Law Enforcement Agencies
Any cyber security breach incident, which 
is a cognisable crime under Information 
Technology Act, has to be investigated by law 
enforcement agencies. Investigation of cyber 
crimes pose unique challenges due to their 

collection, preservation and analysis of digital 
evidence, etc. are some of these issues. The 
capabilities, infrastructure, tools and other 
resources, to deal with digital crimes, are far 
from satisfactory in India. Upgradation of skills 

deal with this challenge, is of vital importance. 
Cyber forensic labs need more resources to 
deliver examination results in time. National 
Cyber Crime Coordination Centre needs to be 
made operational. Regional and international 

strengthened.

12. National Culture of Cyber Security

technological measures for cyber security are not 
enough and there is also a need to understand the 
impact of human and organizational factors31.
Al-Wahaibi et al. has shown that human factors 

failure of information security solutions. Social 
engineering attacks, particularly those using 
spear-phishing, exploit human weaknesses32.
This calls for a nationwide cyber security 
education and awareness campaign in all 
organizations. Creation of a culture of cyber 
security and privacy, enabling responsible user 
behaviour and actions, through an effective 
communication and promotion strategy, is one 

culture of road safety and sanitation state has 
much to be achieved, expecting cyber hygiene 
from every computer user is an uphill task.

13. International Cooperation for 
Global Cyber Safety
Cyber threats are a global issue. The lack of 
an international agreement on cybercrime and 
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terrorism is thwarting efforts to bring terrorists 
33

cyber crime and strengthen global cyber security 
is essential. With this aim in mind International 

Global Cyber Security Agenda as a framework 
for international cooperation, aimed at enhancing 

society34. United Nation General Assembly has 
passed several resolutions highlighting the role 
of international cooperation in establishing a 
global cyber security environment. In year 2001, 

cyber crime. During its 58th session in year 2003, 
the United Nations General Assembly passed 

a basic framework for the creation of a global 
cyber security regime through the protection of 

with a membership of about 145 countries, is also 

to address cyber threats with partnership from 
industry, academia and other international 
organizations. These global as well as regional 
efforts need to be continued towards achieving 
the goal of a UN treaty on Cyber Security.

14. Conclusion and Recommendations
India has taken several measures to deal with 
the challenges posed by cyber crimes and cyber 

to be dynamic and upgraded according to the 
constantly changing cyber threat landscape. 
We need to enact a comprehensive Cyber 

Security Act. There is a need to augment the 
cyber investigation and cyber forensics labs to 
deal with growing number of cyber crimes and 

media contents for actionable intelligence 
needs special attention. Academia, industry and 
government must come together for developing 
indigenous cyber security technologies.  At 
present, there are several agencies handling 
various tasks related to cyber security and there 
is a need for an apex body to coordinate and 
synergise the efforts of these agencies. NCIIPC 
Guidelines need to be made mandatory for 

must be framed. Sensitive organizations must 

adequate resources. A ‘state of the art’ National 
Cyber Security Operation Centre needs to be 
established for monitoring cyber attacks on 
our critical networks and protected systems 
on 24X7 basis. After the announcement of 
National Cyber Security Policy, serious steps 
are required to be taken towards its effective 
implementation. A continuous education and 
an awareness drive for all stake holders are 

attack on our cyberspace to proceed proactively 
in the direction of developing defensive and 
offensive capabilities to deal with emerging 
cyber threats. While walking the path towards 
a Digital India, we must also transform India 
from IT power to cyber power35. In order to 
realise the vision of building a secure and 
resilient cyberspace for our netizens, businesses 
and Government, holistic cyber security will 
have to be given due importance in the overall 
National Security Strategy of India.


